1: EAPOL- Start() |

[AR starts 802.1x-
lauthentication

IAR sends username

EAP- Request/ Identity : id=21

2: EAP- Respone/ Identity() : id=21

PEP : HP2824

2.1: Radius- Request() : id=169

EAP- Request/ EAP- TTLS

3: EAP- Response/ EAP-TTLS() : id=22

[AR accepts EAP-TTLS
las EAP- method

3.1: Radius- Request() : id=170

[EAP- Request with wish
for EAP- TTLS as the
EAP- method; EAP-
LS Initiate is called

EAP- Request/ EAP-TTLS :

4: EAP- Response/ EAP- TTLS() : id=23

Radius- Challenge

4.1: Radius- Request() : id=171

[TLS- authentication

Istarts

[EAP-TTLS handshake
ffragments are
lexchanged

EAP- Request/ EAP- TTLS

5: EAP- Response/ EAP- TTLS() : id=24

[EAP-TTLS handshake:
ffragments are
lexchanged

Radius- Challenge

5.1: Radius- Request() : id=172

[EAP-TTLS handshake:
fragments are
fexchanged

EAP- Request/ EAP-TTLS

6: EAP- Response/ EAP-TTLS() : id=25

[EAP- TTLS- handshake:

are
lexchanged

[EAP-MD5 as inner
imethod is accepted by
fthe AR

6.1: Radius- Request() : id=173

[EAP-TTLS handshake:
ffragments are
lexchanged

EAP- Request/ EAP- MD5

7: EAP- Response/ (Fake) Identity with type EAP- MDS () : id=26

7.1: Radius- Request() : id=174

[EAP-TTLS finished;
[EAP- MD5 as the first
finner method is started

EAP- Request/ EAP- MD5

8: EAP- Response/ EAP- MD5() : id=27

[AR sends EAP- MD5-

lanswer

8.1: Radius- Request() : id=175

9.1: Radius- Request() : id=176

[MD5- Inftiate is called
land the EAP- MD5-

hallenge is send to the
AR

8.1.1: (Fake) EAP- Start/ EAP- TNC()

"1 (Fake) EAP- Request/ EAP-TNC

-

Radius- Challenge

10.1: Radius- Request() : id=177

EAP- Request/ Identity with type EAP- TNC : id=28 <
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ]
|
9: EAP- Response/ Identity with type EAP-TNC() : id=28 )|
[EAP-TNC as (second) 1
finner method is
laccepted by the AR
EAP- Request/ EAP-TNC
|
|
10: EAP- Response/ EAP-TNC() : id=29 |
[EAP-TNC- handshake
ldata is exchanged
EAP- Request/ EAP- TNC <
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Ll

11: EAP- Response/ EAP- TNC() : id=30

IAR finishes EAP- TNC-
Ihandshake with empty
IACK

Radius- Challenge

11.1: Radius- Request() : id=178

[TNC- Initiate is called

[TNC- Recommendation
lis created and send to
lthe AR

EAP- Success

fempty ACK from AR;
[EAP- TNC sends
ecision to the PEP

[Result from EAP- MDS;
fthe Access- Accept is
intercepted, and EAP-
[TNC is started by a
[Fake EAP- Start/ EAP-
[TNC- packet




