Research on IF-MAP

Ingo Bente (Trust@FHH)
15.04.2011, University of Frankfurt

ESUKOM




Introduction

2011/04/15 ESUKOM




Trust@FHH Research Group

Team

— Chair: Prof Dr. Josef von Helden
— 3 research associates

— 4 student assistants

Research Fields

— Trusted Computing

— Network & Mobile Security
Selected Projects

— TNC@FHH

— IRON

— ESUKOM

More Information

— trust.inform.fh-hannover.de
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The ESUKOM Project in a Nutshell

Motivation

— Smartphones are used in business environments

— Impact of Smartphones in terms of IT-Security is unclear

— ldea: Address Smartphone Challenge by leveraging IF-MAP

Project Goals
— Investigation of Smartphone platforms in terms of security
— Development of IF-MAP prototype infrastructure

Duration
— 10/2010 — 09/2012 (2 years)
F u n d i n g SPONSORED BY THE
— Funded by german BMBF Foderal Ministry
. % of Education
We bS|te and Research

— www.esukom.de
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Project Consortium

3 SMEs & 2 Academic Institutions

— DECOIT GmbH
. \
— mikado soft GmbH DE!II <" 'mikado
— NCP Secure Communications
L]
— Fraunhofer SIT %Fra""hm‘?ﬁ "cp

— Trust@FHH, FH Hannover
HHHHHD Trust@FHH

IIIIIII |—| | Ia(l'hxhxhulrllrnuner
IIIIIII o cierces and Art

* Further Cooperations

— Infoblox, Juniper, Enterasys, Infineon
_ PhD Programme Wlth JUﬂ”:’er InfObIOXQ’o

Universitat der Bundeswehr Miinchen 3 enterasys (lﬁﬁneun,

der B ndeswehr
Umversrtat k Munchen
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Why using IF-MAP anyway?
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ESUKOM Problem Statement

 How to secure smartphones in business environments?

 What we knew in advance
— (Some) characteristics of smartphones
— Smartphones are not properly addressed today ...
— ... but existing security tools are deployed
— Our technological background (TC, TNC, IF-MAP)

« What we did not know
— How do smartphones change attack surface?
— What aspects of smartphones are important in terms of security?

— What (existing/new) means are appropriate to secure
smartphones?
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ESUKOM Idea

ldea

— Leverage existing tools to secure smartphone usage

— Follow network oriented approach

— Correlate (smartphone) metadata from arbitrary sources
— No system security

« Why IF-MAP?
— General purpose, content based pub/sub protocol
— Integration of existing security solutions
— Good experiences from adoption (IRON project)
— Exciting new technology
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ESUKOM High Level Architecture

( IF-MAP Server Mobile Devices )
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The Field of Mobile Phone Security

ESUKOM
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Mobile Phone Security Research

 Research questions
— Threats introduced by smartphones?
— Limitations and flaws of current platforms?

* Research field is gaining momentum
— Focus on Android and iOS
— Mostly exploits & system security approaches

— For example Taintdroid, Kirin & Saint (Enck et al. 2009 & 2010,
PSU)
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Goal

Smartphone Threat Analysis for ESUKOM

— Threat model for smartphones used in corporate environments

— Smartphones == mobile consumer electronic devices

« Smartphone Characteristics
— Built-in Sensors
— Connectivity
— Internet-support
— Resource Paradox
— App-based Architectures
— Platform Diversity
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Target of Attack Physical Environment

Smartphone

Smartphone Threat Analysis for ESUKOM

IT-Infrastructure

-

Resource Exhaustion Mal-Apps

~

o

Trojan SMS/MMS Spamming

~

Sensory Mal-Apps

Exemplary Attacks

Local Data Sniffing Mal-Apps

Insider Sensor Sniffing

L N
it '

Botnet Mal-Apps

Physical Loss / Theft
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(Smartphune Mounted Data Theft]

( Smartphone Mounted Profiling ]
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ESUKOM Key Features
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ESUKOM Key Features

( Anomaly Detection }

| oo .

martphone Awareness
i ff

( Secure Evidence J

[ Identity Awareness )

ESUKOM
ey Features

[ Real-time Enforcement J
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Open (Research) Questions

Effective correlation of large metadata graphs
— What are suitable correlation approaches?
— What part of metadata graph is relevant for what purpose?

Smartphone specific metadata vocabularies
— Status of sensors

— Location
— Platform Details (installed apps, used permissions)

Interdomain MAP
— MAP-Server to MAP-Server Communication

Threats introduced by IF-MAP?

— Impact of rouge MAPCs
— Trustworthiness of metadata graph
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Backup Slides
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ESUKOM Key Feature MalApp Detection

ESUKOM Key Feature MalApp Detection

Legend
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E ng l ne Installed Apps MalApp Detection Event
Sensor Status eI
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www.esukom.de info@esukom.de

2011/04/15 ESUKOM




2011/04/15

Live Demo
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IF-MAP Demo

MAP Server
— irond 0.2.1

 MAP Clients
— soapUl (triggers IF-MAP operations)
— 1rongui 0.1.0 (visualization)

« Software available at
— http://trust.inform.fh-hannover.de

— WWW.S0apui.org
— Licenses: Apache License 2 & LGPL 2.1
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Projektpartner des vom Bundesministerium flr Bildung und Forschung (BMBF)
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Garantie oder Gewahrleistung daftir ibernommen, dass die Informationen ftr einen
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